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ABSTRACT
Fault management is the first element that matters in network management to 
ensure the high availability of the network. The existing fault management models are 
mostly specific to an organization’s standard. The proposed model can guide and help 
network managers to perform their routine task. Thus, the purpose of this research is to 
develop a generic and unified Fault Management Metamodel (FMM) that would create a 
fault management model, which in turn could be referred to as to better understand the 
flow of fault management. The FMM is developed by extracting and reconciling the fault 
management components from various fault management models. Then, the FMM is 
validated to ensure the correctness and logic of the proposed FMM. The FMM is validated 
using three validation techniques, which are the Frequency-based Selection, Face Validity 
and Tracing. The metamodelling framework that was used in this research is the Meta 
Object Facilities (MOF), and it was chosen because of its wide acceptance and coverage 
in many domains. The outcome of this research is the final validated FMM v1.2, which 
would guide network managers and other network users to better understand the fault 
management concepts flow and issues for their network. As for the future work, besides 
fault management, there are four other functional areas in network management that 
should be developed. The other areas are configuration management, accounting 
management, performance management and security management.
vABSTRAK
Pengurusan kerosakan adalah elemen pertama yang penting dalam pengurusan 
rangkaian untuk memastikan tahap ketersediaan yang tinggi bagi sesebuah rangkaian. 
Model pengurusan kerosakan yang sedia ada kebanyakkannya lebih terarah dalam 
menepati piawaian sesebuah organisasi berkenaan. Model yang dicadangkan boleh 
membimbing serta membantu pengurus rangkaian untuk melaksanakan tugas rutin 
mereka. Oleh itu, tujuan kajian ini adalah untuk membangunkan suatu Model Meta 
Pegurusan Kerosakan (FMM) yang akan mewujudkan satu model pengurusan kerosakan 
generik dan bersepadu yang boleh dirujuk untuk lebih memahami aliran pengurusan 
kerosakan. FMM dibangunkan dengan mengekstrak dan menyatukan komponen 
pengurusan kerosakan daripada pelbagai model pengurusan kerosakan. Kemudian, FMM 
akan disahkan untuk memastikan tahap ketepatan dan logik FMM yang dicadangkan. 
FMM kemudiannya akan disahkan menggunakan tiga teknik pengesahan yang berasaskan 
kekerapan pemilihan, temuduga pakar dalam bidang dan pengesanan. Rangka kerja 
metamodelling digunakan dalam kajian ini adalah Fasiliti Objek Meta (MOF), dan ia 
dipilih berdasarkan penerimaan dan liputan yang luas dalam pelbagai bidang. Hasil 
daripada kajian ini adalah FMM v1.2, yang akan membimbing pengurus rangkaian dan 
pengguna rangkaian lain untuk lebih memahami aliran konsep pengurusan kerosakan dan 
isu-isu rangkaian mereka. Bagi kerja-kerja masa hadapan, di samping pengurusan 
kerosakan, terdapat empat bidang fungsian lain dalam pengurusan rangkaian yang boleh 
dibangunkan. Bidang-bidang tersebut adalah pengurusan konfigurasi, pengurusan 
perakaunan, pengurusan prestasi dan pengurusan keselamatan.
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CHAPTER 1
INTRODUCTION
1.1 Introduction
Network management is an important component of the network in the 
expansion and complexity of network scale, management and maintenance of network. 
A network provider needs efficient tools to control, monitor and manage their network 
where there are many kinds of devices which encompassess active and passive devices.
These devices comes from different vendors, has different control and 
monitoring attributes that needs monitoring to achieve certain level of customer 
demand on quality of service. A network manager must have experience managing 
networks especially for larger area network. In network management, an organization 
invest great amount of time and money to maintain complex network, which includes 
management of fault, configuration, accounting, performance and security (Rajan et 
al., 2011). There are reasons why network management is important and some of its 
purpose is to monitor and control the network (Gong et al., 2013).
Many researchers use metamodelling as an approximation technique that can 
help design optimization (Gerber et al., 2010; Pan et al., 2010; Othman and Beydoun, 
2010; Dhouib et al., 2012). Gerber et al. (2010), use metamodelling to develop Togaf 
Content Metamodel in Entreprise Architecture field. For Pan et al. (2010), 
metamodelling is use to design B-pillar structure at automotive structure. Othman and 
Beydoun (2010) develop a Disaster Management Metamodel to help user manage
2disaster and Dhouib et al. (2012) use metamodel to design, simulate and deploy robotic 
application for autonomous robots. Metamodelling is the contraction of a model from 
collection of models, aimed to create a generic model for selected revised issues. The 
choice of metamodelling framework depends on the modelling application, for 
example simulation, mathematical, information, engineering and others (Othman, 
2012). Meta Object Facility (MOF) framework is used for this research to develop the 
metamodel and discussed futher in Chapter 2.
This research investigates how metamodelling addresses the problem of fault 
management by producing a Fault Management Metamodel (FMM) framework for 
reference, which guides the network manager in understanding the flow of fault in the 
network.
1.2 Problem Background
As network devices must function perfectly to impart services to customers, 
they should be monitored regularly. Monitoring can be proactive or reactive, 
depending on the type of device. Proactive monitoring is essential for critical devices. 
Reactive monitoring is possible in devices where failure can be expected on the basis 
of information obtain from other devices that do not affect the services offered to users.
Proactive monitoring is not free and requires bandwidth to send requests and 
receive responses from the draft. It also requires a good management system to handle 
the volume of traffic (Hood and Ji, 1997). Among the issues in the monitoring, the 
interval between each request to monitor device status is also an important factor. The 
optimum interval for monitoring should be determined by the service provider when 
designing a monitoring system.
The monitoring system must be design and take into account about the device 
that is not working. The system must notify the operator when the device does not 
respond to a request for monitoring. Sometimes, failure of a single device can cause
3some other device is not achieved. In this case, the monitoring system must filter out 
all alarms and a single alarm is sent to the operator. Information about errors observed 
by a network device can be useful in detecting and anticipating the damage. Errors can 
also provide useful information for troubleshooting.
Network management issues are critical aspects handled by service providers 
to ensure that all the network devices and services work seamlessly (Leinwand and 
Fang, 1993). Specifically for a large network service provider, a wide network can 
consist of several cities where the devices installed will be in several locations and far 
apart from one another.
For Network Management System (NMS), it is a distribution and management 
system that consists of an integrated suite of applications (Davidson et al., 2009). User 
interface is a combination of switching, security management, event processing, 
control power transfer and many more amenities. The system is designed to meet the 
needs of operational staff in the day to day control of the network and also provides 
management information needed to assist in the planning and development of the 
network.
The service provider needs to have a good infrastructure to manage and access 
the devices from a central office remotely, so that the operational staff or network 
engineer will not have to configure every device at the exact location. NMS has an 
important role to manage these issues that may affect hardware and software 
implementation. Fault, configuration, accounting, performance and security (FCAPS) 
management are aspects that must also be taken into account when managing a 
network where the access to critical network elements must be protected from any 
attack (Rajan et al., 2011) and fault management, is the first element that matters in 
network management to ensure the high availability of the network (Jailani and Patel, 
1998). It is the key element to consider in network management. There are lack of 
generic and unified fault model for network manager to refer. Existing fault 
management model are mostly specific to an organization’s network standard. All 
information on this and other issues in network management is taken into consideration 
in this study.
41.3 Problem Statement
In network management, many network management software exist and most 
organization and service provider spend most of their resources to build and maintain 
a network. Also, the network manager themselves depend on the software or tools to 
manage network whether for large or small organization. For large organization such 
as universities and large company, they may have a professional network manager to 
handle their network but in small organizations, their network manager may lack 
experience in handling the network if fault event occur.
Therefore, this FMM development can act as knowledge sharing among 
practitioners which will help them in fault management. Implementation of knowledge 
sharing in fault management will give advantage to network managers and network 
administrators. In organizational perspective, knowledge sharing can improve their 
organization performance by transferring knowledge from a person, group or 
organization to another (Lee J.N, 2001).
In network management field, lack of generic and unified model for the 
network manager or admin to refer. The existing fault management models are mostly 
specific to an organization’s network standard. The development of this metamodel 
will create a generic fault model that can be used to understand the flow of fault 
management. To enable a well organized methodology or modelling language, 
metamodelling is applied. Metamodel is used because of its wide acceptance and 
coverage of many domains (Picka M., 2004). Therefore, this research will identify the 
essential aspects of network management (focus on fault management) in order to 
develop a metamodel that will guide the network manager to understand the flow of 
fault in the network which can also be used by newcomers in network management 
field.
1.4 Research Question
The research question to address problems stated:
i. How is metamodelling approach capable in supporting the network 
managers in managing their fault management issue in their network?
5
1.5 Research Objective
Objectives of the research are:
i. To investigate the network management components focusing on fault 
management.
ii. To develop the Fault Management Metamodel by using 8-Steps of 
metamodel development.
iii. To validate the correctness and logicness of the proposed Fault 
Management Metamodel by using metamodel validation technique.
1.6 Research Scope
The scope of research can be refered as follows:
i. The research will focus on the creation of a metamodel in M2 level of Meta 
Object Facility Framework created by Object Management Group. The 
FMM used the 8-Step of Metamodel Development as explain in Chapter 
3. The creation use a set of existing fault management models.
ii. For the purpose of metamodel validation, the proposed metamodel use 
three techniques of metamodel validation known as the Frequency-based 
Selection, Face Validity, and Tracing.
6iii. The research only covers fault management; out of the five functional area 
of network management which are fault, configuration, accounting, 
performance and security in network management.
iv. In fault management, attribute covered in this research metamodel 
development are Fault Detection, Fault Recovery and Fault Analysis and 
Isolation. The FMM generally focuses on fault in hardware and device but 
can also be applied to other types of fault too.
1.7 Summary
There are many aspect that need to be considered and investigated when 
making a metamodel for fault management in a network. This research explain about 
aspects that need to be identified in fault and network management before using the 
metamodel approach.
Chapter 1, explains about the problem background, problem statement, 
objective, research question and scope. This research describes the problem 
background and the problem statement state that lack of generic and unified model in 
network fault management field and existing model mostly specific to an organization 
standard. This research also point out three objectives, a research question and four 
research scope.
Chapter 2 will discuss more about the network, network management, network 
management system (focus on fault management) and what the aspects and the 
attributes involved in network management. This chapter also explains about model, 
metamodel development, metamodel validation and what metamodel approach is used 
in this research.
Chapter 3, examines research methodology conducted in this research, where 
a Design Science Research methodology is used. This chapter also justifies the use of
7methodology and describes the four phases of research used in this research: fault 
management problem identification, FMM creation, FMM validation and Metamodel 
result.
Chapter 4, explains about the FMM creation (metamodel development) and its 
result, FMM version 1.0, followed by the process of metamodel validation I, II and III. 
First validation process is Frequency-based Selection, an approach to validate the 
correctness of initial derived concept. Second validation is Face Validity, a technique 
that needs to interview expert in the domain of the research. Third validation is 
Tracing, a technique to check flow and logic of the metamodel.
Finally, Chapter 5 concludes all of this thesis and the research future work. 
This chapter discussed to show the achievement of the objective for this research. 
Research constraint are explained and followed with recommendation for future work.
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